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What is The Human Factor?

• Fear
• Curiosity
• Urgency
• Admiration
• Loyalty

• Shame
• Guilt
• Ambition
• Greed
• Concern

Exploiting these human characteristics to convince people to do something, even 
something they know they aren’t supposed to, is Social Engineering.

Threat Actors (the Bad Guys) use Social Engineering to get us to do what they want.

Next are some examples of Threat Actors using Social Engineering through email.

The Human factor is the physical, cognitive, and behavioral characteristics of humans 
that can affect how technology and humans interact. Some of those characteristics are: 



• Do I need to open this file from the President? No. 

• Threat Actors: use urgency, loyalty, and duty as a weapon to deceive and exploit the human factor. 

• What is wrong with this image? 

What happened as a result 
of this email? 

Conflicting information and “Attention: External Source”



The Human Factor was successfully exploited!



The Human Factor was successfully exploited!



• If I don’t do this right now, will they terminate my account? 

• Threat Actors: use fear, urgency, and concern as a weapon to deceive and exploit the human factor. 

• Has AI assisted in the creation of this email? 

• What is wrong with this image? 

No.

Yes, proper use of English language, in the past wording was poor. 

!!Last Chance: ….!!, Important Notice: Failure.. Suspension.. UPDATE NOW

The Human Factor was successfully exploited!



• Oh wow $25.00 per hour, Flexible hours. This could really help! 

• Threat Actors: use loyalty, ambition, and curiosity as a weapon to deceive and exploit the human factor. 

• Has AI assisted in the creation of this email? 

• What is wrong with this image? 

Yes, there was even a real website, and person to answer the phone.

The area code for Big Spring, Texas is 432, and there is an active link.

The Human Factor was successfully exploited!



OIT can protect 
Faculty/Staff/Students 
97% of the time. 

The other 3% is The Human 
Factor.:– Secured through 
education and continued 
training!



OIT would like each Faculty/Staff member to read each email until a threat is identified or 
suspected. 

If a threat is suspected: email abuse@sulross.edu and attach the suspected email. 

If a threat is confirmed: On the web browser version outlook.office.com 
right click email and report. Otherwise attach email and send to 
abuse@sulross.edu



SPECIAL NOTE: OIT helpdesk has moved from ACR 105 to ACR 107
We do accept walk-ins or Call 432-837-8888 or email: ltac@sulross.edu
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